The recent progress in DNA sequencing will probably revolutionize the world of electronic. Hence, we went from DNA sequencing that only research centers could realize, to portable, tiny and inexpensive tools. So, it is likely that in a few years these DNA sequencers will be included in our smartphones. The purpose of this paper is to support this revolution, by using the DNA cryptography, hash functions and social networks. The first application will introduce a mutual entity authentication protocol in order to help waifs, refugees, and victims of human trafficking to find their biological parents online. The second application will also use the DNA cryptography and the social networks to protect whistleblowers' actions. For example, this method will allow whistleblowers to securely broadcast on social networks, their information with one grape.
Introduction
Inexpensive, smaller than a smartphone, and used for real-time biological analysis, the new type of DNAsequencing MinION seems to be very performing [4, 7] . The advance means that scientists in the field will no longer have to take samples from people, animals, or the environment, and send them back to a lab to have the DNA read on machines that can take days to return results. Camilla Ip, a co-author of [4, 9] , believes that people will soon be connecting MinIONs to smartphones, . . . "If anyone had the ability to do DNA sequencing with a mobile phone with attachable DNA sequencer, what could you do with it?" she said. Hence, it is likely that Apple (to enrich HealthKit), Google (Google DNA stack), Samsung, Amazon . . . will soon engage a fierce battle to provide to their customers a DNA sequencing, in exchange of medical services tailored to their genetic characteristics. It is also certain, that this new technology will introduce some improvement in crypto applications. We should recall here, that for security and privacy reasons, it would be very dangerous to sequence his DNA and to put it in a database own by privates companies. As defined in the Oxford dictionaries [19] , the deoxyribonucleic acid (DNA), is a self-replicating material which is present in nearly all living organisms as the main constituent of chromosomes. It is the carrier Figure 1 : Relatedness between parents and child on special markers of genetic information. The DNA is composed by molecules called nucleotides. Each nucleotide contains a phosphate group, a sugar group and a nitrogen base. The four types of nitrogen bases are adenine (A), thymine (T), guanine (G) and cytosine (C). The order of these bases is what determines DNA's instructions, or genetic code. As defined in Collins, the DNA sequencing is the procedure of determining the order of base pairs in a section of DNA (deoxyribonucleic acid). It includes any method or technology that is used to determine the order of the four bases adenine (A), guanine (G), cytosine (C), and thymine (T) in a strand of DNA.
DNA Marker
Even though we are all unique, most of our DNA is actually identical to other people's DNA [17] . However, specific regions vary highly between people, these regions are called polymorphic. Differences in these variable regions between people are known as polymorphisms. Each of us inherits a unique combination of polymorphisms from our parents. As defined in [25] , the predictable inheritance patterns is at certain locations (called loci) in the human genome, which have been found to be useful in determining identity and biological relationships. These loci contain specific DNA markers that scientists use to identify individuals. In a routine DNA paternity test, the markers used are Short Tandem Repeats (STRs).
Repetitive genetic elements are an important class of polymorphic DNA. Repetitive genetic elements include microsatellites or STRs (short tandem repeats) and the minisatellites or VNTRs (variable number of tandem repeats), which are distinguished primarily on the basis of size and repeat pattern: The repeated sequence in microsatellites range from two to six bases, while in a VNTR it ranges from eleven to sixty base pairs [14] . In other words, short tandem repeats (or STRs) are regions of noncoding DNA that contain repeats of the same nucleotide sequence. For example, GATAGATAGATAGATAGATAGATA is a STR where the nucleotide sequence GATA is repeated six times. Each person's DNA contains two copies of these markers, one copy inherited from the father and one from the mother. Within a population, the markers at each person's DNA location could differ in length and sometimes sequence, depending on the markers inherited from the parents. The combination of marker sizes found in each person makes up his/her unique genetic profile. When determining the relationship between two individuals, their genetic profiles are compared to see if they share the same inheritance patterns at a statistically conclusive rate. For example [25] , this sample ( f igure 1 ), report from the commercial DNA paternity testing laboratory Universal Genetics, signifies how relatedness between parents and child is identified on those special markers:
The partial results indicate that the child and the alleged father's DNA match among these five markers.
The complete test results should show this correlation on 16 markers between the child and the tested man to enable a conclusion to be drawn as to whether or not the man is the biological father.
Another example is describe in [23] , where the basis of parentage analysis is very simple: a child must receive, in the absence of mutation, one allele matching each parent. For example, in a simple case, a mother who is a genotype 10,12 and a father who is a 9,14 may produce children of the following types: 9,10 9,12 10,14, and 12,14. If the specific genotype of a child is known, say it is 10,14, and the genotype of the parent contributing one allele, usually the mother, is also known, we may identify the allele that must have come from the other questioned parent. In this case, the mother is known to be a 10,12; the egg must have been a 10. The true father must have contributed a sperm carrying the 14 allele. When the true father is known to be a heterozygote or an alleged father is identified as a heterozygote, he has a 50:50 chance of fathering a child with each of his alleles. Generally each marker is assigned with a Paternity Index (PI), which is a statistical measure of how powerfully a match at a particular marker indicates paternity, but in this paper we will not work with this index.
Since the introduction of the computing DNA by Adleman [1] , a huge study has been conducted on DNA cryptography (An overview can be find in [22, 13] ). There are essentially three main area, the first one uses the DNA as random sequence from which they build a one time pad algorithm, the second one hides and stores information in the DNA which is a steganography model, more recently, some plant DNA are used as watermark to fight against counterfeit electronic devices.
Remark :
Generally, the DNA encoded by a 4-letter alphabet: {A, C, G, T } is transposed into binary alphabet (A − 00, C − 01, G − 10, T − 11) [22] . However, if we define a bijective function, f : X → Y , where set X is {1, 2, 3, 4} and set Y is {C, G, A, T } (for example, f (3) = A), then we would find a succession of integer which is similar to the continued fraction expansion of a rational number. It might also be noted that the presence in the DNA of monosatellites and microsatellites (repetitive sequences) could perhaps associate each DNA with a quadratic irrational. We recall that the continued fraction expansion of an irrationnal number is infinite, while the continued fraction expansion of a rational number is finite. For example, if this sequence [GCCCT CCCT CCCT CC . . . ] is in the DNA, then with the bijection f , it will correspond to [2111411141114111 . . . ] which looks like the continued fraction expansion of √ 7. We could find β the rational number corresponding to the DNA of someone, and γ the rational number corresponding to the DNA of somebody else, such that the DNA of all mankind will be between β and γ. There exist also, an irrational number α such that β < α < γ, hence we believe that the continued fraction expansion of α is expected to recover much of the DNA of humans. We recall that generalized continued fraction can be useful in stream cipher [15] . This paper is organized as follows. In section 2, we will present a mutual authentication scheme destined to help refugee, waifs, and victims of human trafficking. The following section will present the threat model and the security given by this first scheme. The section 4 will introduce a scheme improving whistleblowers' actions, and before the conclusion we will present the security given by our last scheme.
The use of DNA and social networks to find his biological parents
The exceptional increase of the number of people separated by wars, by the human trafficking or simply by abandonment implies the obligation to find tools, which could permit victims to securely find their biological relatives. Our aim is to perform a mutual authentication based on the DNA while preserving the confidentiality of that latter. As showed in section I, it is already well known that the DNA can help to find parental relations between people. In 2008, Bruekers et al. [3] presented a paper providing an efficient and practical privacy protocol that allow the secure matching of DNA profiles. In that paper they used a homomorphic public key encryption scheme, such as Paillier encryption to design a secure identity and paternity testing. However their protocol is not secure if the participants use proper input data and our approach is different since we used the paternity testing to set up an entity authentication protocol. Hence, in this section, we will base our work on relations (DNA polymorphic marker) already found by biologists, to build a mutual entity authentication scheme using DNA. This new scheme will also be based on a zero knowledge principle, in the sense that, we wanted to hide the DNA of the claimant while in the same time, we wanted to find his parental relation among the billions of people who are in the social networks. The main issue in DNA authentication is the fact that someone can spoof easily some attributes, such as staling the hair of someone else. In order to avoid this issue, we use a double factor authentication.
Definitions
• As define in [16] , an entity authentication is the process whereby one party is assured (through acquisition of corroborative evidence) of the identity of a second party involved in a protocol, and that the second has actually participated (i.e., is active at, or immediately prior to, the time the evidence is acquired).
• Zero-knowledge (ZK) protocols allows the prover to demonstrate the knowledge of a secret while revealing no information whatsoever (beyond what the verifier was able to deduce prior to the protocol run) of use to the verifier in conveying this demonstration of knowledge to others.
• H and H 2 are two different secure collision resistant one-way hash function, which takes as argument a string of arbitrary length and produces as output a binary string of a fixed length.
• As used in [24] , we assume in this paper that hash function can insure the security of one cryptographic system with sound unpredictability.
Mutual Authentication scheme
As recalled in [2] , user authentication in computing systems traditionally depends on three factors: something you have (e.g., a hardware token), something you are (e.g., biometrics, DNA, fingerprints or retinal scans ), and something you know (e.g., a password or a passphrase).
The two-factor authentication consists in the combined use of two different factors, among the three mentioned above. The use of human relations is already a reality in authentication, for example in [2] , Brainard et al. have developed an interesting authentication mechanism using the factor "somebody you know". So, you can ask someone to help you connect. This new authentication method uses a voucher system, allowing for example Harry to help Alice to log in by using her password and the voucher received from Harry. However, in our paper, the approach that we have for human relations is different, since we assume here that all contacts (Helpers) are trustworthy, in the same time, we make sure that the contact can not know the contents of the object that he carries, if he is not the recipient of the message.
Authentication of the child
We recall that humans have two alleles at each genetic locus, with one allele inherited from each parent. Let's suppose that Alice who was a victim of human trafficking (the request can also come from the biological mother or father), is trying to find her biological parents on the social networks while preserving her anonymity. In this two-factor authentication, she will use her DNA and something she knows, this can be her date and place of birth, the street were she grew up or something else which she shares with her biological relatives.
Step 1: Starting from the 16 well known polymorphic markers (D8S1179, D21S11, D7S820, CSF1PO, D3S1358, TH01, D13S317, D16S539, D2S1338, D19S433, . . . ) she will concatenate each of her alleles with her date of birth.
Step 2: She will hash the result of each concatenation with the hash function H.
Step 3: She will take one character (hexadecimal) on each hash obtained, e.g. she could take the last element of the hash.
Step 4: She will send the sets (obtain from the two alleles of each marker) of characters taken previously to all of her contacts who are on social networks.
Step 5: Those who will receive this request and who are not concerned by any these social problems (abandonment, victim of traffic, refuges ...) will simply relay the information to all their friends who are on social networks.
Step 6: Those who are concerned by these social problems (abandonment, traffic, refuges ...) will repeat the previous steps 1-3: concatenate the birth date of the missing person with the different alleles of his own DNA, hash the concatenation and create the sets.
Step 7: Those who are concerned by these social problems (abandonment, traffic, refuges . . . ) will compare sets obtained in
Step 6 with those received in Step 5. If for each polymorphic marker, there exist at least one character of the set sent by the prover corresponding to one element of the set created by the verifier, then the verifier will consider that the applicant knows the DNA and the date of birth of the person sought. The probability of having on each of the 16 markers a correspondance due to chance is very low (
) 16 . Hence, having 16 matching will allow the parent to know that there's a high probability, that the sender is his child who has been victim of human trafficking. If he has a reasonable number of matching (15 on the 16 markers), then he may think that it is also his child and the difference may be due to a possible mutation.
Authentication of the parent
The parent (Bob) who received the request, will now prove to his child, who was a victim of human trafficking, that he is his biological parent with the following steps.
Step 8: He will concatenate each of his alleles with the birth date of the missing child.
Step 9: He will hash the result of each concatenation, with the hash function H 2 (a hash function other than that used at the beginning of the algorithm).
Step 10: He will take a portion of each hash obtained, e.g. he could take the last character of the hash ( in hexadecimal).
Step 11: He will send the sets of two elements taken from the hash to all his contacts, on social networks.
Step 12: Those who will receive this request and who are not concerned by these social problems (abandonment, victim of traffic, refuges ...) will simply relay it to all their friends, who are on social networks.
Step 13: Those who are concerned by these social problems (abandonment, victim of traffic, refuges ...) will repeat the previous steps 8-10: concatenate the date of birth of the missing with the different alleles of his own DNA, hash the concatenation previously obtained, and form the sets of two elements.
Step 14: Those who are concerned by these social problems (abandonment, victim of traffic, refuges ...) will compare sets obtained in Step 13 with those received in Step 12. If he has 16 on 16, then he can say that he found his biological parent, otherwise if he has a reasonable number of matching (15 on the 16 markers), then he may think that it is his biological parent and the difference may be due to a possible mutation.
The communication between the parent and the child
When the parent and the child have identify alleles which seems to be shared between them, they can form a secret key with these DNA polymorphic markers, by concatenating these markers, adding a random padding and hashing the all with a good hash function for example SHA2512. The Child/Parent will send the encrypted message to all his contacts in social media, these latter will send it to their contacts, until it reaches the real owner, who will be able to open the message since he also has the secret key.
Remark
• This method can also be applied to monozygotic twins.
• This algorithm can be used for someone who has to prove his innocence and who does not wish to submit his DNA to the judicial authorities, this one could indeed work on the bits obtained from the hashed of his DNA, without revealing this latter. In other words, the judicial authorities could use a zero knowledge principle (via a hash function), without revealing people's DNA.
• This algorithm can also be used by banks, for the mutual authentication of their clients.
• This method will also allow to great specialists, who are also present on social networks, to diagnose genetic diseases without knowing the identity of the applicant.
• Unfortunately, we also may note that people with bad intentions (secret service, pranksters, . . . ) could use this method, in their job.
• The date of birth that we use here is just an example, one could use other authentication factors, such as the place where the child has been abandoned, or the day of his disappearance, or the name of his best friend before his disappearance etc.
• The random padding works as follows: let's suppose that all the users ( including the parent and the child) have a machine (it can be a token or a software), which would produce a pseudo random padding, depending on the date when you enter your demand and depending on the second factor authentication, for example, here it can be the place and birth date of the child.
Example
In this example, we will work with this five polymorphic markers used in figure 1 The set which Mr. Rousseau should includ in the request: (8, 5) .
Step 4:
Mr. Rousseau will send to all of his contacts on social networks, including Mr. Diderot, the following sets and the name of the hash function used. {Marker D21S11 (1, a); Marker D7S820 (b,4); Marker TH01 (3,7); Marker D13S317 (5,9); Marker D19S433 (8, 5) . SHA1}.
Step 5: Mr. Diderot who is not looking for a missing child, sends the packages to all his friends, who are on social networks, including Mr. Voltaire. Mr. Voltaire who is not interested by any search of an abandoned child, will simply convey the message to his friends who are on social networks including Mr. Mouchaard.
Step 6, 7: Let's suppose that Mr. Mouchaard is looking for a child that he had abandoned and who is born on 02. 25 Mr. mouchaard will then send the request, to all his friends present on social networks including Mr. Voltaire.
Step 11, 12, 13, 14 Mr. Voltaire will send it to all his friends who are on social networks (including Mr. Diderot) Mr. Diderot will send the message to all his contacts who are online (including Mr. Rousseau).
Step 11, 12, 13, 14 Mr. Rousseau will verify that the one who claims to be his child is right. . SHA2}. Rousseau and his child have authenticate themselves, however, in order to send a secret message using their DNA, they should add another round in order to know the allele which they share in Marker D13S317. From the previous work, Mr. Rousseau knows that he probably shares with his child the following alleles: in Marker D21S11, 31 with the repeated motif TCTA; in Marker D7S820, 11 with the repeated motif GATA; in Marker TH01, 16 with the repeated motif AATG; and in Marker D19S433, 15 with the repeated motif AAGG. However for Marker D13S317 he ignores which allele he shares with his child ( it can be the two alleles or one allele). Hence, Rousseau will send a new message using another hash function SHA2-384, to all his correspondents (in social networks) who do not know if it is a new message, who is the authors, etc. {Marker D21S11 (9, D), Marker D7S820 (5,A), Marker TH01 (A,1), Marker D13S317 (9,F), Marker D19S433 (2,7) SHA2-384}. When this message arrives to Rousseau's child, he will compute these Markers using the indicated hash function, and he will obtain: { Marker D21S11 (5, D); Marker D7S820 (F,5); Marker TH01 (B,1); Marker D13S317 (0,F); Marker D19S433 (3, 2)}. In Marker D13S317 we have (9, F) and (0, F) which means that they have the same allele frequency which is 9 with the repeated motif TATC. The secret key K will look like this: SHA2 512(TCTATCTATCTATCTATCTATCTATCTATCTATCTATC-TATCTATCTATCTATCTATCTATCTATCTA TCTATCTATCTATCTATCTATCTATCTATCTATCTATCTATC-TATCTATCTATCTAGATAGATAGATAGATAGATA GATAGATAGATAGATAGATAGATAAATGAATGAAT-GAATGAATGAATGAATGAATGAATGAATGAATGAAT GAATGAATGAATGAATGTATCTATCTATC-TATCTATCTATCTATCTATCTATCAAGGAAGGAAGGAAGGAA GGAAGGAAGGAAGGAAGGAAG-GAAGGAAGGAAGGAAGGAAGG1/1/1747atparishospital). Communication With K, Rousseau's child will encrypt his message and send the cipher text to all his contacts. Those who already have a secret key will try to decrypt the message, otherwise, they will simply relay the encrypted message. Hence, here, Mr. Mouchaard, Mr. Voltaire, and Mr. Diderot will simply relay the encrypted message, while Mr. Rousseau will be able to read the message.
Security

Threat Model
Our first objective is to allow people to look for their biological parents anonymously on social networks. Our scheme is based on the three following elements: The users, the communication channels and the authentication factors Users:
The parties involved in the protocol are the missing person, his biological parents (father and / or mother), and all persons present on social networks, including the adversaries. Therefore there exists many groups of participants:
• The set of all those who are looking for their parents or their children.
• The set of those who are helping people to find their parents or their children.
The intersection of these two sets is not empty, since among those who are helping in the search, some are also looking for their parents. Among the participants we also have adversaries who are:
• Those who are trying to prevent the reunion between parents and children (destroy or modify the requets).
• Those who are trying to impersonate the biological parents or children for a malicious reason (inheritance, etc.).
• Those who are trying to find the owners of the requests (remove the anonymity of parents and children).
Communication channels:
Even if the communication channels used can be considered as secure, since some social networks use the end-to-end encryption, we consider here that the communication channel that we use is partly secure. Due to the fact that an adversary can read a message destined to a potential target.
Authentication factors
We believe that parents and children who have been separated could share common elements such as the date or place of birth of the child. By cons, the name of the mother or father can be ignored by the child. We define by S the set of memories shared by parents and children. S = ∅, as if it is empty the authentication would be based on one single factor, which is the first factor (DNA). We believe that the DNA can be spoofed (for example saliva and hair are easy to obtain . . . ) by an active opponent. That is to say, the second factor of authentication must be difficult to guess even for a close parent, for example, instead of "life questions" which can focus on "What is the name of your first pet?" this factor must be primarily based on family secrets. Hence, we consider in this scheme, that the probability for an adversary to be able to guess the second authentication factor is close to zero.
Threat in our scope
As a possible threat, we consider that an adversary can collude with other users in order to set up an attack. We also assume that a social engineering can be mounted by an adversary.
We include in our model, an adversary who can not have a physical access to the DNA of the biological parents although he knows the child, the biological parent and the birth date of the child (for example, hundreds of babies of parents killed by Argentina's military dictatorship were given new families and identities, their true origins kept a secret, or in France, hundreds of children were stolen from reunion's island territory in official scheme to boost French rural population in 1960s and 70s [10, 11] ). We take into account an adversary who is trying to uncover the identities of biological relatives. The adversary can also store requests sent on the social networks, and in this regard, he can specially target one social networks' user. Finally, the threat includes an adversary who can try a flooding attack or a denial of service.
Threat not in our scope
We exclude in our scheme an adversary (a family member) who can guess the two authentication factors. We exclude from our scheme, an opponent who has the ability to close social networks and forbit emails or text messaging in a territory, such as a government which decides to close social networks. We also exclude a collusion of all the user's contacts against him (at least one would refuse to collude against him). The adversary has no control over users' smartphones, hence we exclude any form of attack using spyware or malware in our scheme, since this protection should depend on each user.
Security-Related Assumptions
The random padding introduced can be a software or a token that users will use in their authentication. We assume that the software or the token used is secure, i.e. an opponent can not compromise it.
Security properties
• Brute force attack against the secret key: The first protection is the mutation which could occur between the parent and the child, since the attacker will not be able to predict the exact location of this mutation.
Let's suppose now, that in each marker the allele frequency can take on average 10 different values, the age of the user varies from 18 to 100 and there at least 1000 hospitals were the child can born, then in order to find the correct key, the attacker should perform 10 16 * 365 * 93 * 1000 tests. Hence, even if the security of the key is also based on the second factor authentication ("something you know"), it should be interesting to use more polymorphic markers (12 seems to be the frequent number currently and 100 can be a correct number against a brute force attack).
• Impersonation attack: in this scheme, the attacker can find a component allowing to retrieve the DNA before using social engineering to try to retreive the second authentication factor. To prevent this attack we could combine multiple authentication factors ("something you know"), as the place where the child was abandoned, the day of his abandonment, the location where the child would have a blotch on the skin etc.
Another solution would be to use the authentication method "somebody you know", introduced by [2] , it will allow us to exclude people who are not trustworthy, in the chain of people who forward requests. Hence, a contact who has no voucher (because a contact can know that his friend is a scam specialist) can not forward a message or when he transfers messages it will be with warnings.
However, the best protection against social engineering is to keep some secrets for himself.
• Government spying: A government may have the resources which permit it to register all requests that pass through networks. Thus, by specifically targeting a user it might know all that this latter has received and sent during a period of time. However, the end-to-end encryption, and the indistinguishability of the cipher allow the user to hide his queries (e. g. he might replace the request received from one of his contacts by his own request).
In order to be sure that the request comes from a target person, the government must have a control over all contacts of the targeted person.
In order to prevent the spread of the targeted user's requests, the government must stop all the requests sent by the targeted user.
• Collusive attack: A group of social networks' users may collude in order to break the anonymity of a parent or a child. However this attack should fail, due to the fact that the attacker must have the control of all parents' (or child's) contacts, which is difficult to achieve, since we consider that all the contact are protected against spyware and he can not collude with all of them.
• Attack on the anonymity: -Let's suppose that Eve tries to verify if Alice has abandoned one of her child, she would need the DNA of Alice, which could be easy to obtain (hair, saliva, etc.), but she will also need to know the second factor of the authentication, (what Alice knows) which is here for example the birth date of that supposed child.
-Let's suppose that Alice sends a request to Eve. Eve has a doubt on the identity of the sender, she believes that it can be Alice's request and not a relay ( people must not be able to make a difference between the owner of the request and the one who simply relays the message). Even if Eve knows the DNA of Alice we believe that she can not find the link between Alice and her child, if she does not have the second factor authentication.
-An attack on the request can not allow someone to find the DNA of the sender, since the information is obtained from a one way hash function. In addition, there exist a large number of input (concatenation of DNA and second factor authentication) which can produce the same output. For instance in section 2.2.4, Marker D13S317 produces the same output (we take the last character as an output) while their input is different. Marker D13S317 SHA2(TATCTATCTATCTATCTATCTATCTATC1/1/1747) 6c b8 f0 a5 57 3a 46 9d 6e 6a 40 d5 7a b6 2e de 12 3b a5 bd 34 8f de fa d9 99 3a ee 1e c7 8c a1 SHA2(TATCTATCTATCTATCTATCTATCTATCTATC1/1/1747)= CF 0A D8 01 DC 49 45 AB 8D E8 EC 30 ED 73 E5 F8 E4 15 89 6F 08 D5 3E 76 86 02 4E 6C 5A AA 12 C1.
-An algebraic attack can be attempted by someone who monitors the networks, however, the attack will be difficult to realise due to the fact that the hash values are secret, and only two characters of that hash are sent on the social network. Another difficulty is the fact that one can not distinguish Rousseau requests from those of Diderot, Paul, John . . .
• Denial of service: An attacker may try to destoy or to modify any message receive from a targeted parent (or child) in order to prevent a reunion with his missing child, however this attack will fail since one contact is suffisant to spread the inquiry notice.
• Flooding attack: This attack can be tried by a powerful adversary or a gouvernement, however it will fail if the number of request is limited for each user during a period of time.
A toolkit for whistleblowers
There exist some tools which are used [5] or have been developed [21] for whistleblowers. However using these tools seems to be very difficult, for example, let's suppose that the whistleblower Alice is working for a corrupted government. She wants to denounce that government to journalists or to activists such as Bob. Today, Alice has to find and to talk with journalists or activists online, which is a very big risk, since most of journalists or activists can be under surveillance.
Other solutions, such as the use of Tor is sufficient to create suspicion and surveillance for whistleblowers. In the same time, using the ingenious AdLeaks [21] when the aggregators are dishonest (which can be easy for some governments) can be dangerous for whistleblowers. The same problem remains if the whistleblowers try to meet the journalist physically. In order to avoid the problems listed above, one solution would be to use the DNA cryptography.
Our solution
Preliminaries
Let's recall that the Japanese flower Paris japonica, has the largest genome described, meaning nearly 150 billion base pairs, i. e. 50 times the size of the human genome. This large genome means nearly 4 150billion combinations, which is a huge possibilities for encryption and steganography. As recalled by [22] , random numbers can be generated from DNA sequences which can be found in genetic databases in digital form. Similarly, other studies have shown that DNA sequences have an interesting link with random or pseudorandom sequence [8, 18] . By not having the study of the DNA sequences of all the existing organisms in the universe, we will consider that the DNA sequences of an organism taken randomly produces a random sequence. As used in [24] , we will also accept that, some hash function (namely SHA2-512) can insure the unpredictability of produced random number (extracted from the DNA sequence). In order to send the secret to journalists, the first idea would be to insert the secret message in the bacteria's DNA using the steganography method presented in [20] . Unfortunately, the use of this interesting method [20] needs some special materials (fluorescent bacteria, nitrocellulose, transport of bacteria, . . . ) which implies that this first idea is actually unrealistic, for all the potential whistleblowers. Therefore we should replace it by realistic schemes, using tools which could be available in the near future.
DNA cryptography for whistleblower
Let's suppose that the whistleblower can buy any foods, flowers or books without creating suspicions on his activities. He can also send messages to his contacts or followers on the social networks without creating suspicions.
The whistleblower's actions
The steps which can permit the whistleblower to reveal information without any possibility of the government's retaliation will look like a "message in a bottle" thrown in the sea:
Step 1: Alice will buy randomly at least ten different organisms (it can be a flower, a crab, a hot-dog, a potato, a melon, a fish, a rabbit, etc.) and ten different used books (a bestseller can be a good choice).
Step 2: She will sequence all the organisms (even partly, since she just needs a part of their DNA), and extract from each DNA its first 1000 based-pair.
Step 3: For each book purchased, she will open randomly the book, take one sentence on each page opened (it should be defined in the standard, for example, it can be the first sentence) and insert in that opened page, a part of the organism bought.
Step 4: She will choose randomly ten different addresses in the country and she will deposit or "forget" discreetly in each of these places one book.
Step 5: She concatenates the extracted part of each DNA with the sentence taken in the book and the exact address where the corresponding book has been "forgotten".
Step 6: She hashes the result of the previous concatenation with a good hash function (to date, it is well accepted that SHA2-512 is good hash function), and use the hash obtained as a symmetric key.
Step 7: She encrypt the file (proof of corruption) with the symmetric key and sends the cipher to all of her contacts, on the social networks using the end-to-end encryption principle (for example Whatsapp, Minds . . . ). Hence, contacts will receive among their normal messages one which seems to be encrypted. The Helper's actions What should do, the Helper who picks up in the street an organism or a book containing a particular organism (fish, fruit, vegetable, steak, flower, ...)?
Step 9: The Helper should sequence this organisms, and extract from their DNA the first 1000 based-pair.
Step 10: He creates his symmetric key by concatenating the extracted part of the DNA with the exact address where he has found the book and the sentence taken on the page.
Step 11: Whenever he receives an encrypted message from his contacts, he will verify if the symmetric key can decrypt that message.
Step 12: when he receives and decrypts the file X containing the proof of corruption, he should first wait for a while (in order to hide the origin of the message), before publishing it or sending it to an activist or a journalist. Remark
• In order to clean the network, any emitted message should have an end of life.
• The cost of this operation is about two thousand dollars, since the cost of the mini DNA sequencer is about one thousand dollars.
• If someone gets caught with a usb key, containing secret information or secret keys in an airport, he may face reprisals while the fact of getting caught with an apple presents no risk. In the same time, people may be reluctant to insert an usb key found somewhere in the street (virus, spyware, . . . ), so the use of mango, or raisin, or banana can be the best alternative.
• Using a book is optional, as we just need to highlight a organism in the street.
• As soon as he creates his symmetric key, he should destroy the evidences (book, fruits, etc).
• It is likely that an individual, who is in a country where freedom of speech is limited and who wishes to send evidence of corruption, to journalists based in an other continent, would send for example, seasonal fruits to Helpers, who would relay it to journalists.
• The fact that people accept to transfer encrypted messages to their contacts, on social networks, and the sequencing of organisms found in streets, can increase the chances of success of whistleblowers.
• If we suppose that every contact has at least ten correspondents (followers, friends, . . . ), we will have at the hundredth relay (rettiwt, . . . ), around 10 100 viewers (some will receive the message a several time).
• The whistleblower should hide his message among other messages. For example, when he receives an encrypted message from one of his contact, instead of relaying this one, he will delate it and relay his own message.
Example
Mr. Kent who is working for a corrupted government will send to his son, who lives in another continent a bunch of grapes. Let's suppose that he has a file X showing that his government is corrupted. He will create a symmetric key by hashing the 1000 first based-pair of the raisin's DNA. He will encrypt X with the symmetric key, and insert the cipher, with a good steganography software, on the family movie published on Facebook. When his son receive the grape, he extract from the family movie (with the public steganography method) the encrypted file. He will also sequence the DNA of the raisin and hash the first thousand characters of the raisin DNA. Hence, he will find X and give that file to journalist or activist all around the world, since he is not under surveillance.
Security
Threat Model
As supposed in [21] , we also consider in our scheme that the primary security objective of this tool is to conceal the presence of whistleblowers, and to eliminate network traces that may make one suspect more likely than another in a search for a whistleblower.
We consider in this scheme that the security of the whistleblower is more important than the disclosure of the information. Here, our scheme will be based on the following elements: the whistleblower, the communication channels, the Helpers and the adversaries.
The whistleblower
He is a person who exposes any kind of information or activity that is deemed illegal, or unethical within an organization. His adversaries are often very powerful. We suppose that he can be under a mass surveillance program, but he can not be under a targeted surveillance (for example, be followed day and night). We also assume that the mass surveillance technologies can alert the whistleblower's supervisor if he installs Tor or other software of this type on his personal computer, they can also store and scrutinize all his communication.
The Communication channels
There exist two communication channels, the first one is the street where people can find the secret key and the second one is the social networks were the users can find the encrypted message. The person who will be able to decrypt the cipher would be the one who has found randomly the secret key on the street. We assume that the social networks use an end-to-end encryption ( iMessage, . . . ).
The Helpers
Anyone who walks in the street and who has at least one contact on social networks can be considered a Helper.
Regarding the messages sent abroad, we consider the Helper as a person who is ready to help dissidents from foreign countries and who has a active account on social networks. We assume that among the 10 Helpers, there is at least one who is ready to transmit the information to journalists or activists.
The adversaries
It can be anyone who tries to break the anonymity of the whistleblower or to prevent the diffusion of the information. The adversaries can be:
• Those who are trying to prevent the diffusion of the whistleblower's information (threaten the helpers for example).
• Those who are trying to identify the Helper.
• Those who are trying to identify the whistleblower.
Threats in our scope
A government which stores thousands of DNA of different organisms in order to decrypt everything that passes through the networks is a plausible adversary. We believe that the secret services could try to monitor all messages sent through the social networks. Thus, any encrypted message, issued by a government employee could be followed (tagged). The attacker can also record messages received and sent by government employees. A flooding attack can be tried in our scheme and a denial of service is a plausible threat.
Threats not in our scope
The adversary has no control over users' computer for example malware and spyware are not in our scope. We consider that an attacker can not filter packets to prevent specific users from sending messages on social networks without the permission of a judge.
Security-related assumptions
We assume that the court does not per se consider organizations that relay secrets between whistleblowers and journalists as criminal.
We suppose that the Helper will wait for a while before sending the information to journalists (the waiting time is taken randomly).
In addition, we suppose that the social networks uses an end-to-end encryption method. We also suppose that the cryptosystem used in the end-to-end encryption possesses the property of indistinguishability. Finally, we assume that the messages size should be the same on each social network.
Security properties
The first threat of this scheme will be the carelessness, in other words, when someone eats or destroys or puts in the trash the organism which should be sequenced.
Timing attack
An attacker can try to correlate the time when an information is released with the time when a message is sent by a targeted person. The first protection is due to the fact that the Helper, the journalist and the activist will wait for a while ( the waiting time is taken randomly) before publishing the information. The second protection is based on the difficulty to choose one message among the others sent by a targeted person , since this latter relay all the message received and hide his message among the message to relay.
Traffic analysis
The encryption of a message's sending and receiving addresses (codress messages) participates in the protection against the traffic analysis [12] . Hence, in our scheme the message is sent without its destination and its true origin, like a "Drunken Boat" or a "message in a bottle'. Let's suppose that the Helper will wait for at least one week before sending the information to a journalist. The corrupted government will immediately try to find the Helper by verifying on its storage (obtained with the mass surveillance) all the messages sent and received by the journalist during at least one month. Let's suppose that, it will find around 10.000 encrypted messages (an end-to-end encryption is used here).
Even if the indistinguishability of the cipher should protect the identity of the Helper among the ten thousand intercepted messages, however we can suppose that it would find the Helper. The corrupted government will try to find the whistleblower by verifying on its storage all the messages sent and received by the Helper during at least one month. Let's suppose that, it will find around 10.000 encrypted messages (an end-to-end encryption is used here). The indistinguishability of the cipher should protect the identity of the whistleblower among the ten thousand intercepted messages. However, it can try to find the path of the message with the packet header. Hence, when it follows each of these encrypted messages by trying to find the previous sender (in order to find the first sender), we affirm that it will find on each message's path, hundreds of government employee. It will also find (without knowing them), hundreds of government employee's relatives or friends. It will not find the first sender of the message since this latter can hide his message among those he should simply relay. Hence, accusing one person will be illegal in a court, due to the fact that hundred other people can be responsible of this disclosure.
Denial of service
This attack is possible, if the adversary has the power to shut down the social network or to detect and to recover immediately any abandoned organism in the street. This attack is also possible, if the attacker can physically find and surveille all the potential whistleblowers. A flooding attack can be avoided if the number of message sent by a Helper is limited during a period of time.
Brute force attack A powerful government can create a database of the DNA of all the organisms sold in its soil, in order to decrypt the intercepted messages. This attack would fail, since in addition to the DNA, the government should guess the sentence (s) taken randomly in the book and the name of the street also taken randomly. Tagging If someone stops to relay a tagged message, the agents who follow that message could guess that the author of that latter is the whistleblower, however this attack is not possible in our scheme since any message is relayed in our scheme until the end of its life time.
In other words, the contact relays the encrypted message before verifying if he can decrypt it or not. In the same time, the attacker will find his tagged message evrywhere in the social network, which means that the monitoring of those who have received the tagged message will be difficult and unnecessary since they will receive thousand other messages which can be the real information.
Attack on the size
The size of the messages can help an adversary to find the issuer of the message, hence, in order to fight against this attack we should have a standard size for all messages in the social network.
Physical spying
A whistleblower who is under physical surveillance (followed day and night . . . ) should not use this method since his books can be intercepted ( where his DNA or fingerprint can peharps be found). If the whistleblower did not forget her DNA or her fingerprint in the purchased used book (containing certainly others DNA) the whistleblower can have good arguments in a court. Instead of using a DNA Cryptography, if she writes in the book the secret key, and if the book is intercepted, the writing can lead to a graphology test in a court.
Conclusion
The basic idea of these algorithms is the fact that social networks can help to find anyone in the world in a short time. Thus, we started by the fact that we know someone, who knows someone, ... until someone who knows the person that we are looking for (in other words the world is interconnected). With the security brought by cryptographic tools, this interconnection will enable us to securely find our biological parents but also to put us immune from mass surveillance. Finally contrary to the "bottle in the sea" during the previous centuries, and which was taking a long time before reaching its destination, the speed of social networks should enable us to receive our messages in a very short time.
In the future, it could be intersting to use the authentication introduced by [2] , in order to introduce a voucher system in our design.
